2

ipv8.addr==

No.

2703.191347

2703.209789
2703.210223
2703214545

4 2703.217649
2703.217991

2703.218329

2703.219592
)mz zmn

2
2703, zzmo
2703.227299

b
11: fbap

$6186:2¢0d: cf11: bad

:b31d:9c9c: 4c76

:b31d:9c9c: 4c76

1:1bad
:b3fd:9c9c: 4c76

:b31d:9c9c: 4c76
2c0d: cfF1: fbad

: 12080:314: 9c9c: 4c76

:2c0d: cfF1: fbad

:9c9c:

1: 1bad
:2484:631d: 9c9c: 476

12080163141 9c9c: 4cT6

1e80: 5

6186:2¢0d: cff1: fba®

Find Request File: SWB2_FIND_IO_BOTH_DIRECTORY_INFO Pattern: +;Find Request File: SMB2_FIND_ID_BOTH_DIRECTORY_INFO Pattern: =
Find Response;Find Response, Error: STATUS_NO_MORE_FILES

Create Request File: dont_forget_this_stuff\ovn2jn2. tmp

Create Response File: dont_forget_this_stuff\9vn2jn2.tap

Create Request File: dont_forget_this_stuff\DECRYPT-FILES. txt

Craste Maspoese Fila dost forget this, st ECRIPT-rILES.

394 49275 = 445 [ACK] Seq-16092 Ac 0 (TCP segnent of a

49279 - 445 [ACK) Seqr20412 Acks S T [TCP segment of a reassembled Poul
Write Request Len:9456 0ff:0 File: dont_forget_this_stuff\DECRYPT-FILES. txt

445 - 49279 [ACK] 5eq=8042 Ack=-21852 Winv2108160 Len

45 - 49279 [ACK] Sequdb42 ACK-25664 Wine2108160 Len

Write Response

Close Request File: dont_forget_this_stuf f\DECRYPT-FILES. txt

Close Response

Create Request File: dont_forget_this_stuff
Create Response File: dont_forget_this_stuff

Find Request File: dont_forget_this_stuff SMB2_FINO_ID_BOTH_DIRECTORY_INFO Pattern: =;Find Request File: dont_forget_this_stuff SNB2_FIND_ID_BOTH..
Find Response;Find Response, Error: STATUS_NO_MORE_FILES

49275 ~ 445 [ACK] 5eq=26222 Ack=10070 Win=66048 Len=0

Create Request File: dont_forget_this_stuff\Spotting-the-Adversary-with-Windows-Event-Log-Honitoring. pdf

106 |Create Response File: dont_forget_this_stuff\Spotting-the-Adversary-with-Windows-Event-Log-Monitoring.pdf

Read Request Len:31581 OT1:860160 File: Gont_forget_this_stuff\Spotting-the-Adversary—with-indows-Event-Log-Honitoring. pat
445 - 49279 [ACK] Seq=10402 Ack=26775 Win=2106880 Len-24480 [TCP segment of a reassembled POU]

49279 - 445 [ACK] Seq=26775 Ack=34882 Win=66048 Len=0
Read Respos

49279 - 445 [ACK] Seqw26775 A(k-l)'ﬂ Win-66048 Len=o
e el 32768 0ff:0 File: dont_forget_this_stuff\Sp og-Honitoring. pdf
Read Respon:

19279 - 445 ACK) Seqr26852 Ack=7491 WineG6048 Lena
Read Request Len:32768 Off:32768 File: dont vmgu this_stuff\Spotting-the-Adversary-with-Windows-Event-Log-Monitoring. pdf
Read Response




