| Source | Destination | Protocol | Length | Info

776 36.721988 192.168.210.211 192.168.210.102 SMB2 162 Negotiate Protocol Request

777 36.722505 192.168.210.102 192.168.210.211 SMB2 506 Negotiate Protocol Response

778 36.756801 192.168.210.211 192.168.210.102 SMB2 220 Session Setup Request, NTLMSSP_NEGOTIATE

779 36.757451 192.168.210.102 192.168.210.211 SMB2 390 Session Setup Response, Error: STATUS_MORE_PROCESSING_REQUIRED, NTLMSSP_CHALLENGE
780 36.758390 192.168.210.211 192.168.210.102 SMB2 717 Session Setup Request, NTLMSSP_AUTH, User: WIN7-SP1-AMD64\Administrator
781 36.762543 192.168.210.102 192.168.210.211 SMB2 159 Session Setup Response

782 36.763085 192.168.210.211 192.168.210.102 SMB2 174 Tree Connect Request Tree: \\192.168.210.102\IPC$

783 36.763268 192.168.210.102 192.168.210.211 SMB2 138 Tree Connect Response

784 36.765117 192.168.210.211 192.168.210.102 SMB2 220 Ioctl Request FSCTL_DFS_GET_REFERRALS, File: \192.168.210.102\A$

785 36.765315 192.168.210.102 192.168.210.211 SMB2 130 Ioctl Response, Error: STATUS_FS_DRIVER_REQUIRED

786 36.767084 192.168.210.211 192.168.210.102 SMB2 170 |Tree Connect Request Tree: \\192.168.210.102\A$

787 36.767251 192.168.210.102 192.168.210.211 SMB2 130 |Tree Connect Response, Error: STATUS_BAD_NETWORK_NAME

788 36.804679 192.168.210.211 192.168.210.102 SMB2 170 Tree Connect Request Tree: \\192.168.210.102\A$

789 36.805099 192.168.210.102 192.168.210.211 SMB2 130 Tree Connect Response, Error: STATUS_BAD_NETWORK_NAME

790 36.840360 192.168.210.211 192.168.210.102 SMB2 220 Ioctl Request FSCTL_DFS_GET_REFERRALS, File: \192.168.210.102\B$

791 36.840556 192.168.210.102 192.168.210.211 SMB2 130 Ioctl Response, Error: STATUS_FS_DRIVER_REQUIRED

792 36.860044 192.168.210.211 192.168.210.102 SMB2 170 |Tree Connect Request Tree: \\192.168.210.102\B$

793 36.860285 192.168.210.102 192.168.210.211 SMB2 130 |Tree Connect Response, Error: STATUS_BAD_NETWORK_NAME

794 36.876395 192.168.210.211 192.168.210.102 SMB2 170 Tree Connect Request Tree: \\192.168.210.102\B$

795 36.876570 192.168.210.102 192.168.210.211 SMB2 130 Tree Connect Response, Error: STATUS_BAD_NETWORK_NAME

796 36.881884 192.168.210.211 192.168.210.102 SMB2 220 Ioctl Request FSCTL_DFS_GET_REFERRALS, File: \192.168.210.102\C$

797 36.882114 192.168.210.102 192.168.210.211 SMB2 130 Ioctl Response, Error: STATUS_FS_DRIVER_REQUIRED

798 36.916982 192.168.210.211 192.168.210.102 SMB2 170 |Tree Connect Request Tree: \\192.168.210.102\C$

799 36.917409 192.168.210.102 192.168.210.211 SMB2 138 |Tree Connect Response

800 36.955036 192.168.210.211 192.168.210.102 SMB2 274 Create Request File:

801 36.955538 192.168.210.102 192.168.210.211 SMB2 298 Create Response File:

802 36.956259 192.168.210.211 192.168.210.102 SMB2 260 Find Request File: SMB2_FIND_ID_BOTH_DIRECTORY_INFO Pattern: x;Find Request File: SMB2_FIND_ID_BOTH_DIRECTORY_INFO Pattern: *
803 36.958161 192.168.210.102 192.168.210.211 SMB2 2170 Find Response;Find Response, Error: STATUS_NO_MORE_FILES

804 36.958330 192.168.210.211 192.168.210.102 TCP 60 49405 - 445 [ACK] Seq=2721 Ack=4406 Win=65536 Len=0

805 36.959355 192.168.210.211 192.168.210.102 SMB2 354 |Create Request File: RyukReadMe.html

806 36.959835 192.168.210.211 192.168.210.102 SMB2 346 |Create Request File: config.sys

807 36.960058 192.168.210.102 192.168.210.211 TCP 60 |445 -+ 49405 [ACK] Seq=4406 Ack=3313 Win=262656 Len=0

808 36.960425 192.168.210.102 192.168.210.211 SMB2 354 |Create Response File: config.sys

809 36.960589 192.168.210.102 192.168.210.211 SMB2 386 |Create Response File: RyukReadMe.html

810 36.960813 192.168.210.211 192.168.210.102 TCP 60 |49405 ~ 445 [ACK] Seq=3313 Ack=5038 Win=65024 Len=0

811 36.961987 192.168.210.211 192.168.210.102 SMB2 797 |Write Request Len:627 Off:@ File: RyukReadMe.html

812 36.962287 192.168.210.102 192.168.210.211 SMB2 138 |Write Response

813 36.962431 192.168.210.211 192.168.210.102 SMB2 194 SetInfo Request FILE_INFO/SMB2_FILE_BASIC_INFO File: config.sys

814 36.962666 192.168.210.102 192.168.210.211 SMB2 124 SetInfo Response

815 36.962670 192.168.210.211 192.168.210.102 SMB2 146 Close Request File: RyukReadMe.html

816 36.963017 192.168.210.211 192.168.210.102 SMB2 146 Close Request File: config.sys

817 36.963117 192.168.210.102 192.168.210.211 TCP 60 445 - 49405 [ACK] Seq=5192 Ack=4380 Win=261632 Len=0

818 36.963412 192.168.210.102 192.168.210.211 SMB2 182 Close Response

819 36.963862 192.168.210.211 192.168.210.102 SMB2 346 Create Request File: config.sys

820 36.964094 192.168.210.102 192.168.210.211 SMB2 386 Create Response File: config.sys

821 36.964730 192.168.210.211 192.168.210.102 SMB2 146 Close Request File: config.sys

822 36.964878 192.168.210.102 192.168.210.211 SMB2 182 Close Response

823 36.965118 192.168.210.211 192.168.210.102 SMB2 322 Create Request File: config.sys

824 36.965328 192.168.210.102 192.168.210.211 SMB2 298 Create Response File: config.sys

825 36.966496 192.168.210.211 192.168.210.102 SMB2 206 |SetInfo Request FILE_INFO/SMB2_FILE_RENAME_INFO File: config.sys NewName:config.sys.RYK
826 36.967071 192.168.210.102 192.168.210.211 SMB2 124 |SetInfo

827 36.967412 192.168.210.211 192.168.210.102 SMB2 162 GetInfo Request FILE_INFO/SMB2_FILE_NETWORK_OPEN_INFO File: config.sys
828 36.967619 192.168.210.102 192.168.210.211 SMB2 186 GetInfo Response

829 36.967868 192.168.210.211 192.168.210.102 SMB2 146 Close Request File: config.sys

830 36.969636 192.168.210.102 192.168.210.211 SMB2 182 Close Response

831 36.970157 192.168.210.102 192.168.210.211 SMB2 182 Close Response

832 36.970256 192.168.210.211 192.168.210.102 TCP 60 49405 - 445 [ACK] Seq=5384 Ack=6482 Win=65024 Len=0

833 36.970403 192.168.210.211 192.168.210.102 SMB2 314 Create Request File: Documents and Settings |
834 36.970738 192.168.210.102 192.168.210.211 SMB2 298 Create Response File: Documents and Settings

835 36.971015 192.168.210.211 192.168.210.102 SMB2 260 Find Request File: Documents and Settings SMB2_FIND_ID_BOTH_DIRECTORY_INFO Pattern: *;Find Request File: Documents and Settings SMB2_FIND_ID_BOTH_DIRECTORY_INFO Pattern: *
836 36.971338 192.168.210.102 192.168.210.211 SMB2 1306 Find Response;Find Response, Error: STATUS_NO_MORE_FILES

837 36.971656 192.168.210.211 192.168.210.102 SMB2 402 Create Request File: Documents and Settings\RyukReadMe.html

838 36.972084 192.168.210.102 192.168.210.211 SMB2 386 Create Response File: Documents and Settings\RyukReadMe.html

839 36.972385 192.168.210.211 192.168.210.102 SMB2 797 Write Request Len:627 0ff:@ File: Documents and Settings\RyukReadMe.html
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