IronNet Careers

Open Positions
Job Title Category | Location
Cybersecurity Operations Manager SOC Remote, United States | Apply

Job Description

The Cybersecurity Operations Manager is responsible for developing, overseeing
and managing the day-to-day operations of the security operations center (SOC).
The primary focus is on monitoring legacy and cloud environments, and
maintaining a robust incident response capability. Collaboration with the various
product engineering teams is essential to develop, deploy, operate and maintain
effective security solutions.
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Job Responsibilities

Oversee the day-to-day operations of the SOC, ensuring effective and efficient
monitoring and response capabilities.

Develop and lead a high-performing security team, fostering a culture of continuous
learning and growth.

Implement and maintain security tools and technologies for monitoring, detection, and
response.

Work closely with IT and cloud teams to integrate legacy and cloud environments into
the SOC monitoring systems.

Develop and maintain incident response plans and procedures, ensuring they align with
industry best practices and are regularly tested and updated.

Collaborate with team members to identify, investigate, and resolve security incidents in
a timely manner.

Continuously improve processes to enhance the effectiveness of cybersecurity
operations.

Provide feedback on the feasibility and operational implications of proposed security
enhancements.

Collaborate on the implementation of security measures to protect against emerging
threats.

Generate regular reports on security operations metrics, incident response
effectiveness, and key performance indicators.

Maintain comprehensive documentation of incident response activities, security
procedures, and configurations.

Stay informed about the latest security trends, threats, and technologies, and share this
knowledge with the team.

Required skills and qualifications:

Minimum of 8 years of related experience.

Proven experience in a leadership role within a security operations environment.
Ability to create an environment that promotes innovation and continual learning.
Strong understanding of threat intelligence, security controls and incident response
methodologies and best practices.

Experience with integrating legacy and cloud environments into security monitoring.
Excellent collaboration and communication skills.

Relevant certifications such as CISSP, CISM, or GIAC are a plus.

To apply, send your resume and cover letter to recruiting@ironnetcybersecurity.com
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